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Introduction 

For many years, cyber warfare was mainly considered a possible future element of armed 

conflict. On February 24th, 2022, however, the Russian invasion of Ukraine on a large scale 

demonstrated that cyber activities had already become a significant component of today's warfare. 

Cyber operations have been conducted in parallel with actual conflict, such as espionage, disruption 

of digital systems, information operations, and attacks on critical infrastructure, since the start of 

the conflict. Russia has carried out a variety of cyber operations targeting Ukrainian entities and 

Ukraine, too, has put in place a cyber-defence strategy.Russia has also run a wide range of cyber 

operations against Ukrainian entities and Ukraine itself has a cyber-defence strategy. The ongoing 
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The Russia-Ukraine war offers an important context for understanding 
how cyber operations can support conventional military activities 
through disruption, espionage, attacks on critical infrastructure, and 
information operations. The conflict shows that cyber activities have 
often been carried out alongside kinetic operations, while Ukraine's 
experience demonstrates the significance of cyber resilience, effective 
threat intelligence, distributed digital infrastructure, and cooperation 
between government institutions and private-sector organizations. 
Against this background, the present study examines the implications of 
cyber warfare for Pakistan's national security and considers the lessons 
from the Russia-Ukraine conflict that can contribute to the development 
of a national cyber deterrence strategy. The study employs a qualitative 
research approach using a comparative case-study design. Data wasss 
obtained from cybersecurity professionals, strategic analysts, and 
relevant practitioners, along with government policies, official reports, 
academic literature, and documented cyber incidents. The study draws 
on Neo-Realism and Cyber Deterrence Theory to explain cyber 
capabilities as instruments of state power and as important elements of 
contemporary security competition. The findings highlight several 
lessons that may be relevant to Pakistan, particularly the need to 
strengthen defensive resilience, protect critical infrastructure, improve 
cyber intelligence, enhance coordination among institutions, promote 
public–private cooperation, and establish credible deterrence 
capabilities. Based on these insights, the study proposes key elements of 
a Pakistan-specific national cyber deterrence framework aimed at 
strengthening national resilience and reducing the strategic risks posed 
by emerging cyber threats. 

mailto:mharoonkp94@gmail.com
mailto:sumairagul526@gmail.com
mailto:rehmanmarwat118@gmail.com
mailto:gulmunir14632@gmail.com


64      Haroon et al.  
 

conflict has resulted in significant data that can be used to study the role, effectiveness, and scope 

of cyber operations in a modern conflict. The Russia-Ukraine situation has thus evolved into a 

valuable example of how wars are waged in the digital era.  

Pakistan has good grounds to look into the experience of this war in a careful manner. With 

its longstanding strategic rivalry with India, there is a special requirement for understanding the 

security implications arising out of cyber warfare. Meanwhile, the digital economy in Pakistan is 

growing at a fast pace, and its regulatory and institutional framework is progressing at a relatively 

slower pace. However, the National Cyber Security Policy was approved in Pakistan in 2021, but it 

was noted that the policy has failed to be effectively implemented and there is no clear framework 

to implement cyber security deterrence (Eurasia Review, 20222: ISACA, 2021). It gained 

importance after the attack on Pahalgam on April 2025 and Operation Sindoor by Indian Army, with 

the cyber activities of Pakistan linked and India linked groups reportedly rising significantly after 

the attack. These developments signaled a potential for cyber operations to become more 

widespread, more fast and more harder to track or attribute in the event of such a threat in the near 

future (RUSI, 2024/ ORF, 2025).  

This study does not suggest that Pakistan should simply adopt or reproduce the strategies used 

by Russia or Ukraine. The international environment of a Russia-Ukraine war differs from 

Pakistan's security environment in South Asia. However, conflict has a few lessons that can be 

applied, in particular, the lesson of preparedness, institutional coordination, cyber resilience, and 

protection of critical infrastructure. Hence the study takes the help of the existing academic research, 

Policy documents and current reports to find out the lessons from the Russia-Ukraine conflict for 

Pakistan. The study aims to formulate a practical and context-specific approach towards enhancing 

the national cyber deterrence strategy in Pakistan based on these findings.  

What is Cyber Warfare? 

Cyber warfare is the employment of cyber capabilities by a State or other actor for hostile 

operations in or through cyberspace for strategic, military, and/or political ends. These operations 

may involve disrupting, degrading, manipulating, or gaining unauthorized access to an adversary's 

information systems, networks, or critical infrastructure (Schmitt, 2017). 

Research Questions 

1. What cyber capabilities and strategies have Russia and Ukraine employed? 

2. What cybersecurity vulnerabilities currently exist in Pakistan? 

3. Which lessons from the Russia-Ukraine conflict apply to Pakistan? 

4. How can Pakistan develop an effective national cyber deterrence strategy? 

Literature Review 

The research study used in this paper falls into three main groups: studies about Russian and 

Ukrainian cyber operations, studies about Pakistan's cyber security situation, and theories about 

cyber deterrence. 

Cyber Operations in the Russia-Ukraine War 

The findings of many studies are the same: Russia's cyber operations both before and during 

the invasion were far from the level of disruption that analysts predicted. Chatham House (2023) 

notes that Ukraine had eight years after the 2014 annexation of Crimea to strengthen its defences, 

so it was far better prepared than it would have been if it had been taken by surprise. The Center for 

Naval Analyses (2023) takes a more nuanced stance, noting that experts aren't yet sure why the 

attacks were less effective than planned. According to the separate analysis, published in 

Technology in Society and summarised by ScienceDirect (2023), the relative success of Ukraine is 
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due to two reasons: significant support from partner countries and the existence of an already 

established national cybersecurity strategy before the beginning of the full-scale war. 

CSIS (2026) offers more concrete information about the systems used by Russia, such as 

mobile electronic-warfare platforms like the Leer-3, which includes a drone to jam mobile 

communications and a system to intercept and broadcast a large-scale propaganda text message. But 

the same report finds the bigger fault line was the absence of a coherent strategy behind these cyber 

operations, which in large part accounts for their lack of success. The Lieber Institute (2024) notes 

that in subsequent days of the conflict, Russia changed its approach, refraining from simultaneous 

and widespread disruption, and instead "using more subtle methods of intelligence gathering and 

ongoing pressure against Ukraine's energy infrastructure, often accompanied by the use of missiles. 

From the Ukrainian perspective, Microsoft (2022) identified three facets of Russia's cyber 

campaign: destructive operations within Ukraine, espionage targeting countries that are supporting 

Kyiv, and information operations targeting audiences around the world. Of these, the information 

aspect is the hardest to spot and can run for months, largely unnoticed. Lastly, the Atlantic Council 

(2025) notes that the few sanctions that have proven to have an impact on Russia's cyber capabilities 

over time are those aimed at the Russian technology sector. 

Cyber Security Situation of Pakistan  

Most studies on cyber security in Pakistan focus on the National Cyber Security Policy 2021. 

In 2021, the Ministry of Information Technology and Telecommunication announced that any cyber 

attack on Pakistan will be considered an attack on the country in line with national and international 

law.   

The policy established a Cyber Governance Policy Committee for national Cyber Security 

issues (Digital Watch Observatory, 2024). It also advocates better cooperation between the 

government and private businesses and advocates the development of local technology rather than 

foreign ones. Most researchers believe that the problem is not the policy itself, but the way it has 

been implemented. According to a study published in 2022 on Academia.edu and ResearchGate in 

which Pakistan was ranked 107th out of 131 countries on a global innovation index. This reflects 

the lack of digital systems in Pakistan to meet threats. The research attributes the failure of the policy 

to work well to a lack of coordination between government departments.   

Similarly, Eurasia Review (2022) notes that the 1998 was a disaster year for Afghanistan. It 

states that cyber security is still perceived to be only the responsibility of the Ministry of Information 

and Communication Technology (ICT) and should be handled by the ministries of defence, finance 

and foreign affairs as well. The policy does not clearly safeguard citizens' digital rights, either. The 

International Bar Association (2023) is a little more even. It is not clear whether the policy is sound 

in terms of its implementation and enforcement in Pakistan, which lacks the capacity to do so.   

Recent reports of real cyberattacks provide a better picture. Transparent Tribe (or APT36) is 

a Pakistani hacking group. Since approximately 2013, it has been focused on India Defense, 

Government and Education sectors (Socradar, 2025; Cyfirma, 2025). Following the attack in 

Pahalgam in 2025 and Operation Sindoor by Indians, there was a tremendous increase in 

cyberattacks by both sides. But many of the Pakistani achievements subsequently proved to be 

untrue or exaggerated (CloudSEK, 2025; Deccan Herald, 2025).  This is one of the outstanding facts 

mentioned by CSIS (2025): Russian hackers have infiltrated a Pakistani hacking group, accessed its 

own systems and stealing Pakistan government and military data it had collected itself in December 

2024. This clearly demonstrates that Pakistan's hackers aren't 100% safe even if they are offensive 

hackers. 
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Cyber Deterrence Theory 

Deterrence theory was first developed for the use of nuclear weapons, which can make direct 

application of the theory difficult when it comes to cyberspace. Aslakson and Kempista (2016) 

tackle this challenge by developing a multi-stage theory of cyber deterrence. They first seek to 

engage in agreements and sanctions, then to deter through denial, and finally reshape the situation 

in more powerful ways if needed. However, one of the key issues with cyber deterrence, as Burton 

(2018) points out, is that a state is unable to credibly threaten an attacker with punishment unless it 

can determine who was responsible for the attack. It is important to note that the issue of attribution 

is even more complex when it comes to cyberspace: It can be a lengthy and arduous process to 

determine who is behind an attack and evidence may be incomplete or inconclusive to prove 

responsibility in public. 

In addition, the study conducted by Senol (2020) about the national cyber strategy of Turkey 

specifies the significance of institutional coordination. The study suggests that cyber deterrence can 

be undermined if there is no single, adequately empowered agency tasked with coordinating national 

cyber security activities. An advisory committee alone is unlikely to give the necessary authority 

and coordination for an effective deterrence policy in this context. 

There has been more recent research which has cast doubt on primary defensive methods. 

Deterrence by denial, alone, might not be enough to ward off persistent cyber-attacks, suggests the 

Stimson Center (2025). From this point of view, credible punishment and legal sanctions, and 

mechanisms to punish, should also be included in effective deterrence, so that cyber attackers can 

see that there will be real costs if they engage in cyber aggression. Likewise, Georgetown Journal 

of International Affairs (2024) states that three key components are critical to a successful cyber 

deterrence strategy: capability, attribution, and credibility. Each of these elements is important, and 

their lack may render deterrence much less effective. 

Altogether, the literature available highlights an important gap in the literature. Most studies 

on the Russia- Ukraine war and national cyber security policies have focused on either the cyber 

dimension of the war or the national security policies of Pakistan. There has been a limited attempt 

to systematically link the lessons learned from the practical experiences of the Ukrainian situation 

with the Pakistan context and institutional requirements. To this end, the lessons learned from the 

Russia-Ukraine cyber conflict are analyzed in this study and how they can be translated to create a 

better national cyber deterrence strategy for Pakistan is examined. 

Research Methodology 

Research Design 

This study follows a qualitative and descriptive research approach based on existing written 

sources. Since much of the information concerning military cyber capabilities remains classified 

and the Russia–Ukraine war is still ongoing, obtaining reliable primary data through interviews or 

surveys would be difficult and impractical. Therefore, the study relies primarily on document 

analysis to examine relevant evidence and information. This approach is widely used and considered 

appropriate in security and strategic studies, particularly when dealing with sensitive and evolving 

security issues. 

 Data Collection Sources 

The sources used in this paper come from four main groups, shown in Table 1. 
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Category Examples used in this paper Purpose 

Government and 

policy documents 

Pakistan's National Cyber Security Policy 

2021; Ministry of IT and Telecommunication 

statements 

To understand the 

official policy 

Academic and think-

tank publications 

Chatham House, CSIS, Stimson Center, 

Lieber Institute, CCDCOE, Georgetown Journal 

of International Affairs 

To provide theory and 

case study analysis 

Threat-intelligence 

reporting 

Microsoft, CloudSEK, Cyfirma, Socradar, 

Global Cyber Alliance 

To track real, current 

hacking activity 

News and regional 

analysis 

Deccan Herald, ETV Bharat, ORF, RUSI, 

Eurasia Review 

To cover recent India-

Pakistan cyber events 

 Method of Analysis 

This study applies thematic content analysis to examine the collected information. The data 

were organised around three main themes: the cyber tools and methods used during the Russia–

Ukraine war, weaknesses and vulnerabilities in Pakistan’s cyber security system, and the key 

elements required for an effective cyber deterrence strategy. These themes were then compared and 

examined across different sources to develop clear answers to each of the research questions. 

 Limitations 

The study has two main limitations. First, information related to cyber conflicts is often 

exaggerated or disputed by the parties involved. For instance, several claims examined in this study, 

particularly those reported following the 2025 Pahalgam attack, were later identified as false. 

Therefore, the study required careful verification and cross-checking of sources rather than 

accepting individual claims at face value. Second, the research relies exclusively on publicly 

available and open-source information. It does not have access to Pakistan’s classified or 

confidential cybersecurity data. Consequently, the study’s assessment of Pakistan’s actual internal 

cyber capabilities remains general and is based on publicly accessible evidence rather than 

confidential government information. 

Cyber Warfare's Influence on the Russia-Ukraine War 

The one thing that the Russia–Ukraine war did not do was to establish a precedent.One of the 

most surprising things about the Russia–Ukraine war was that it did not set a precedent. Prior to the 

war in 2022, many experts thought that before Russia would launch a large-scale cyberattack and 

disrupt the energy system, banks and government bodies of Ukraine, it would be able to do so in the 

near future. However, such a devastating cyberattack did not take place. Part of Ukraine's success 

in holding off these significant cyber threats is due to the preparations that were made over the 

previous eight years since the 2014 conflict, according to both Chatham House (2023) and the 

Center for Naval Analyses (2023). This time has given the Ukrainian government, public 

institutions, and private companies an opportunity to bolster their cyber defenses and build “whole-

of-society” resilience, as Chatham House calls it. The role of continued assistance from Western 

technology firms was also a significant factor in boosting Ukraine's capacities to relate to cyber 

threats. 

The Russia-Ukraine conflict has shown that cyber operations have been a secondary force in 

the military operation, rather than relying on a single massive cyberattack. CSIS (2026) and the 
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Lieber Institute (2024) describe the Russian use of cyber attacks alongside traditional missile strikes, 

especially when they were vulnerable, such as during the winter season. This suggests that when 

cyber operations are aligned with traditional military operations and integrated in the broader 

planning process, they can be more effective. Their potential military impact, when they are applied 

individually, seems to be less effective. 

There is also a significant political aspect to the conflict which should be examined. Microsoft 

(2022) noted that Russia has been carrying out persistent influence operations and espionage beyond 

Ukraine. These activities were directed at allied governments, NGOs and international 

organizations. Some of these operations went undetected for many years. They did not destroy 

digital systems directly but had a more general objective of gathering information and shaping 

political perceptions and public support for Ukraine in the countries providing assistance. Therefore, 

cyber operations in the Russia–Ukraine conflict have not only been used for military purposes, but 

also political and strategic ones, too. 

Cyber Capabilities and Strategies Used by Russia and Ukraine 

 Russian Capabilities and Strategy 

Russia has used numerous cyber weapons in the war, such as destructive malware that can 

wipe data, distributed denial-of-service (DDoS) attacks, mobile electronic-warfare systems, and 

coordinated information campaigns (CSIS, 2026; ScienceDirect, 2023). An example of this is the 

Leer-3 system, which CSIS (2026) defines as a mix of capabilities. The system can also jam drones 

and can intercept mobile communication and broadcast message floods of propaganda text 

messages. This capability is, in some ways, like the Western surveillance technologies also known 

as “Stingray” systems. 

Another strategy that Russia has employed is to hack into databases and email accounts, then 

publish the stolen information. In a few instances, the leak material has been modified to boost its 

possible effects. CSIS (2026), however, found that this was largely ineffective during the invasion-

Western intelligence was quick to publish accurate information, and thus Russian disinformation 

and misleading claims became harder to sustain. As some of the “more direct” cyber operations 

failed to meet their objectives, Russia shifted to using stealthy cyber espionage and targeted attacks 

against specifically Ukraine's energy grid, with the idea being to cause problems on a more local 

level than a national level (Lieber Institute, 2024). 

 Ukrainian Capabilities and Strategy 

Ukraine's response to cyber warfare has largely emphasized defence, resilience, and 

international cooperation rather than offensive cyber operations. According to ScienceDirect 

(2023), Ukraine concentrated mainly on strengthening its cyber defences, in contrast to Russia, 

which used cyberattacks alongside conventional military operations. Ukraine's national 

cybersecurity plan, developed before the outbreak of the war, also contributed to reducing the impact 

of cyber threats and helped the country respond more effectively to attacks. However, much of 

Ukraine's ability to withstand these attacks was supported by international assistance. Western 

technology companies, particularly Microsoft, provided important support by identifying cyber 

threats, sharing threat intelligence, and helping to address security vulnerabilities (Chatham House, 

2023; Microsoft, 2022). In addition, Ukraine was able to maintain essential communication during 

periods when conventional internet infrastructure was damaged by relying on satellite-based internet 

services (ScienceDirect, 2023). 

 Comparative Summary 

Table 2 compares the two approaches side by side. The comparison shows one clear 
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difference: Russia had strong tools but poor planning, while Ukraine had strong partnerships and 

preparation but fewer offensive tools. In this war, the second combination worked better. 

Dimension Russia Ukraine 

Main tools used 

Data-wiping malware, DDoS attacks, 

mobile electronic-warfare systems (Leer-3), 

leak-and-spread operations 

Defensive monitoring, quick 

system fixes, satellite internet, national 

cyber response teams 

Main approach 
Attack-focused, aimed at disruption and 

fear 

Defence-focused, aimed at staying 

strong and functioning 

Connection to 

military plans 

Weak at first; improved later when 

combined with missile strikes on energy 

targets 

Different types of connection; 

worked closely with civilian support and 

allied partners 

Outside support 
Limited; mostly relied on its own 

resources 

Strong; Western companies and 

governments gave real, direct help 

Result 
Limited, short-term effects; did not 

achieve its main goals 

Systems kept working despite 

repeated attacks 

Cyber Security Vulnerabilities in Pakistan 

 Policy and Institutional Weaknesses 

In theory, the National Cyber Security Policy 2021 might be in place in Pakistan. However, it 

has not been used effectively. Eurasia Review (2022) writes cyber security is considered solely a 

concern of the IT Ministry despite a robust impact on defence, finance, and foreign affairs. It also 

notes that the policy lacks clarity in defining citizens' digital rights. The study (2022) for the 

Academia.edu and ResearchGate communities is more straightforward. It states that the government 

offices in Pakistan aren't well organized and thus their policy is not strong from the top. 

 Digital Infrastructure Vulnerability 

Every year, Pakistan's digital banking, telecom, and online government services continue to 

be utilized more. This makes it easier for invaders to strike the country. According to the same 2022 

study, Pakistan's rank in the list of 131 countries on a global innovation index is 107. It also states 

that Pakistan is exposed to malware around 18.94 percent per month. The study anticipates that this 

figure may be even higher since the outbreak of the COVID-19 pandemic has spurred additional 

services to shift to e-services. 

 Active External Threats 

Pakistan is involved in the cyber conflict with India in two capacities: it is the source of 

cyberattacks, and it is infrequently mentioned that it is also the target of such attacks. APT36, which 

has been around since approximately 2013, is the most persistent Pakistan-based hacking group. It 

has targeted the defense, government, and education industries of India (Socradar, 2025; Cyfirma, 

2025; ORF, 2025). But Pakistan is not fully safe, either! A Pakistani hacking group suffered a breach 

in their own system by Russian hackers in December 2024, according to CSIS (2025). This group 

gathered government and military information from the South Asian country, which they stole. This 

is an example of how a country cannot be well protected with the help of offensive hacking tools. 

The lesson to be learnt from this Pahalgam attack and Operation Sindoor is post-April 2025. Over 

a million “attempted cyber intrusions” by Pakistan or its allies have been detected in India. However, 

of those attacks, only a few were successful, according to an independent investigation. Later, it 

came to light that several popular claims, such as attacks on the power grid and banks, were proven 
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to be incorrect (Deccan Herald, 2025; CloudSEK, 2025). The real lesson in this is not the number 

of attacks that succeeded. It's all about information control. The rumours, like those in India, 

propagated quicker than the truth, and Pakistan was no different in this regard. 

Summary of Main Vulnerabilities 

 Weak coordination among government departments responsible for cyber security. 

 Slow and incomplete application of the National Cyber Security Policy 2021. 

 Underdeveloped digital systems combined with a high rate of malware exposure. 

 Continued dependence on foreign technology, with limited local research and 

development. 

 Ongoing, active cyber threats connected to the rivalry with India. 

 Pakistan's own offensive cyber groups are themselves at risk of being hacked. 

Lessons from the Russia-Ukraine Conflict Applicable to Pakistan 

The lesson learnt from the Russian-Ukrainian conflicts can not be translated to the case of 

Pakistan since the two countries have different political, military, technological, and geopolitical 

environments. Ukraine has been engaged in a conventional conflict with Russia on a massive scale 

and has gained significant technical and intelligence support from Western governments, 

technology providers, and others. However, the region in which Pakistan is operating is quite 

different, especially owing to its special security concerns with India and the critical role of digital 

technologies in the country. However, the Russia – Ukraine affair has had several useful lessons for 

the national cyber security preparedness efforts and the formulation of a more adequate Cyber 

deterrence strategy for Pakistan. 

Preparation is more useful than sudden reaction 

An important lesson to come from Ukraine is that cyber defence is not something that should 

be built in the wake of a significant cyber incident. Several years of experience with experience in 

Russian cyber and information operations contributed to Ukraine's robustness in coping with the 

Russia-Ukraine war. Based on Russia's actions in Crimea and the start of the conflict in eastern 

Ukraine in 2014, Ukraine has had about eight years to learn the ropes from the old Soviets, says 

Chatham House. In this time, Ukrainian institutions had the opportunity to become more aware of 

the risks of cyber/information operations and become more capable of countering them (Giles, 

2023). This lesson is very suitable for Pakistan. Cyber security is not just a “reactive” approach to 

security, and isn't just a tool that needs to be called into action during a serious cyberattack. On the 

contrary, Pakistan should continue efforts in vulnerability identification, network monitoring, 

technical skill development, drills and simulations in security, and learning from past incidents. 

Pakistan's National Cyber Security Policy 2021 already presents the policy framework of a 

coordinated national approach to cybersecurity, which also includes the establishment of 

institutional arrangements to deal with cyber threats (MoITT, 2021).  

The Ukrainian experience also proves that preparation isn't just about acquiring cutting-edge 

technological equipment. It must be regularly assessed for threats, requires sharing of information, 

trained staff, resourcing on how to respond to an event, and a way of working between government 

departments and industry. One of the findings from Microsoft's evaluation of the Ukraine situation 

is that the improvement in cyber-threat intelligence and endpoint security prevented Ukrainian 

organizations from being overrun by a number of devastating cyberattacks.  

The development of "the state of cooperation between the state, technology companies and 

other stakeholders for the strengthening of cyber defence of Ukraine" was also noted as a priority 

by Microsoft (2022). It is imperative that, for Pakistan, each cyber incident is perceived as a learning 
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opportunity for the institutions. Failure of intrusion, attempted intrusion, malware infection, data 

breach, or disruption should not be just a one-time occurrence closed simply after the immediate 

issue has been addressed. Rather, it is crucial to document and investigate the incident to establish 

how the incident occurred, what vulnerabilities were successfully exploited, how fast the incident 

was detected, and whether the response mechanism was effective. This exercise can help Pakistan 

to gradually enhance its skills in identification and prevention of future attacks. Such an attitude is 

more relevant, especially during situations of increasing regional tension. Amidst the general crisis, 

digital systems reportedly also faced attempts at cyberattacks during Pakistan-India relations in May 

2025, with further cyber-related activity and information operations noted throughout the overall 

crisis. In fact, attributing any individual cyber incident can be tricky; therefore, caution should be 

taken when attributing incidents to a specific state. However, the time of high anxiety dispels the 

notion that Pakistan must invest in its defenses as the crisis unfolds, a point that would highlight the 

need for increased Pakistani preparedness even before the crisis.  

The case of Ukraine also shows that preparation should not stop with military and 

governmental institutions. Microsoft found that a comprehensive technology approach to 

distributing digital infrastructure, leveraging cloud-based services, enhancing threat intelligence, 

and collaborating with technology providers boosted Ukraine's ability to remain operational during 

the crisis. These helped to minimize reliance on vulnerable physical infrastructure and positively 

helped to sustain Government operations during attacks (Microsoft, 2022). Proactive measures are 

also important, including proactive threat detection, vulnerability management, regular software 

updating, data protection, threat intelligence, and testing defensive systems, says Chatham House 

(Giles, 2023). The measures point to the fact that it is not enough to rely on one policy or one 

institution to develop cyber resilience; continuous preparation and institutional learning are 

required. The lesson that needs to be learnt by the state of Pakistan, accordingly, is not that it should 

follow the cyber strategy adopted by Ukraine, since Pakistan's strategic environment and 

institutional capacities are different. Instead, what Pakistan needs is to develop a permanent culture 

of cyber preparedness like what Ukraine did, instead of the normal Emergency Response & Disaster 

Management mechanisms. All cyber incidents can be entered into a greater national database of 

threats, vulnerabilities, reaction times, and lessons learned. This experience over time could enhance 

the capacity of the Pakistani State to prevent, withstand, recover from, and respond to cyberattacks. 

Thus, continuous preparedness can serve as one of the key elements of Pakistan's future envisioned 

national cyber-deterrence strategy. 

Cyber Strategy as Part of National Strategy 

The cyber strategy should be part of a national security strategy and not a technical one. But 

CSIS (2026) believes part of the reason the Russian cyber operations were ineffective in achieving 

strategic impacts was due to their lack of linkage to its military goals. In Pakistan, cyber security 

issues are not closely connected to any policy authority, as there is a lack of institutional linkages 

such that cyber security is largely perceived as a matter of the IT Ministry (Eurasia Review, 2022). 

Therefore, shoring up cybersecurity must be planned into the defence and foreign policy menus and 

coordinated across relevant government agencies. 

Strengthening Backup and Resilient Systems 

Another example of the need for alternative systems is the Russia–Ukraine conflict. The 

conflict between Russia and Ukraine further demonstrates that there is a need for alternative systems 

in the event of a critical infrastructure attack. While damaged parts of conventional internet 

infrastructure made communication impossible for Ukraine, they were able to do so through satellite 
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internet (ScienceDirect, 2023). Pakistan may give the same treatment to other vital industries like 

the Electricity, Banking and Telecommunications industries. Some measure of reliability with the 

backup systems would help guarantee that if and when one network was successfully attacked, the 

resulting disruption would not impact the nation at large. 

Turning Partnerships into Practical Cooperation 

In Ukraine, the defence against cyber-attacks has been greatly assisted by the international 

and private sector partnerships. Throughout the conflict, companies including Microsoft raised 

awareness, dealt with vulnerabilities, and disseminated information about threats (Microsoft, 2022). 

Furthermore, there is a need for interaction and coordination between various organizations in the 

public sector and the private sector, and one of the key areas in Pakistan's cyber policy is 

management for this purpose (Digital Watch Observatory, 2024). However, this goal ought to go 

beyond the area of statements of policy. With enhanced partnership on the practical side with 

telecom operators, banks, technology firms, and trusted international partners, Pakistan's capacity 

to identify and deal with cyber threats could be further bolstered. 

Addressing Disinformation and False Cyber Claims 

Information is handled in part during a crisis, and that is a component of cybersecurity. The 

availability of timely information has been a major countermeasure to Russian disinformation, CSIS 

(2026) mentions. In 2025, Pakistan faced a unique information challenge with exaggerated 

hacktivist claims being spread in a vacuum with reliable information not available (CloudSEK, 

2025). A credible and timely public communication channel could thus be useful in establishing or 

negating any allegations of a cyber attack and thus minimize the potential diplomatic/political 

impact of misinformation. 

Developing Reliable Attribution 

Cyber deterrence is so dependent on source attribution that it is easy to conclude that without 

it there would be no such thing as cyber deterrence. The importance of attribution for credible 

deterrence has been pointed out by Burton 2018 and the Georgetown Journal of International Affairs 

2024. This necessitates the improvement of proven independent skills in investigating and 

attributing cyber incidents in Pakistan. An effective evidence-based deterrence policy would require 

the threats or responses to be based upon reliable attribution; without mitigation, this is impossible. 

Developing an Effective National Cyber Deterrence Strategy 

First, Pakistan is required to increase defence related deterrability; an attack would not be easy 

to mount, and even if it successfully overcomes the defence line, the attack would come at an 

expensive price (Georgetown Journal of International Affairs, 2024). It is recommended that the 

objectives of the National Cyber Security Policy 2021 are realized through adopting suitable 

security standards, frequent audits and evaluations, and an effective emergency response plan and 

procedures (Ministry of IT and Telecommunication, 2021; ISACA, 2021). 

Second, Pakistan needs to build up the capability of attributing misinformation and 

disinformation. The difficulty in deterrence arises when it's not clear who the attacker is when it's 

necessary (Burton, 2018). A nationwide cyber threat analysis capability would be able to study cyber 

incidents on its own and independently verify that an incident had been attributed to them. It would 

also significantly alleviate issues of credibility arising from unverifiable claims of cyber attacks, 

including the India–Pakistan cyber-conflict of 2025, brought about by CloudSEK. 

Thirdly, Pakistan should delineate and follow a step-by-step response matrix that includes 

diplomatic and legal measures, sanctions, defensive measures, and escalating the response only 

when and if required, instead of relying mostly on offensive cyber operations and/or “hack-back” 
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activities. Specifically, the proposed approach of Aslakson and Kempista (2016) meshes well with 

the concept of a graduated approach, as offensive cyber operations can have large implications and 

side effects. 

Eurasia Review (2022) and International Bar Association (2023) to speak for the state notice 

that, in Pakistan, institutional fragmentation is ranked as a significant issue. Pakistan's coordination 

process might, therefore, be enhanced by a well-established national cyber authority, having the 

requisite level of resources and decision-making authority. This would be complemented by new 

laws concerning data protection, digital rights, etc. This should be backed up with new laws 

affecting data protection and digital rights, etc. Pakistan should build up resilience by leveraging 

partnerships and effective public communication techniques – as is evident in Ukraine's case in 

sophisticated and synchronized cooperation between government and technology companies in 

sharing threat information and responding to cyber incidents (Microsoft, 2022). The Pakistani side 

can develop more of such collaboration with local tech companies and a select few international 

partners. In parallel, a quick and reliable public communication system can be effective in checking 

claims of cyberattacks and minimise the impact of misinformation (Deccan Herald, 2025; 

CloudSEK, 2025). 

Strategy Pillar Main Action Supporting Evidence 

Defence 
Protect critical infrastructure; enforce 

existing NCSP 2021 standards 

Ministry of IT and 

Telecommunication, 2021; ISACA, 

2021 

Attribution 
Build an independent national threat-

analysis team 

Burton, 2018; CloudSEK, 

2025 

Response 
Use a step-by-step response system 

instead of an attack-first approach 
Aslakson & Kempista, 2016 

Governance 
Create one powerful national cyber 

authority with legal backing 

Eurasia Review, 2022; IBA, 

2023 

Resilience 

Expand government-private and 

international partnerships; fast public 

communication 

Microsoft, 2022; Deccan 

Herald, 2025 

Discussion: Direct Answers to the Research Questions 

Bringing all the findings together, here are the direct answers to the four research questions: 

 RQ1 - Capabilities and strategies used by Russia and Ukraine 

In the war, Russia deployed a variety of tools including destructive malware, data-wiping 

malware, DDoS attacks, mobile electronic-warfare systems like Leer-3, and leak-and-spread 

information campaigns that undermine trust in official processes operating in Ukraine (CSIS, 2026; 

ScienceDirect, 2023). The primary reason for the relatively limited damage that these tools inflicted 

on the war, however, was their inadequate linkage to Russia's overall military plan in the early war 

years (CSIS, 2026; Chatham House, 2023). Toward the end of the war, Russia took a more refined 

stance, with a greater emphasis on spy activities and repeated attacks on Ukraine's energy 

infrastructure, sometimes launched alongside missile strikes (Lieber Institute, 2024). 

In contrast, Ukraine was more dependent on defense and backup, and on having strong support 

from Western partners when it came to offensive weapons. It was announced that its national plan 

for cybersecurity had been in place since before the invasion, and it helped moderate damage 

wrought by Russian attacks (ScienceDirect, 2023), as companies like Microsoft continued to 

provide Ukraine with early detection and repair of threats (Microsoft, 2022). Regular 
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communication systems were damaged in Ukraine, and satellite internet enabled them to keep 

working (ScienceDirect, 2023). Good planning, preparation, and outside cooperation were more 

significant than the strength and power of the tools, as indicated in Table 2, and also observed by 

the Center for Naval Analyses (2023) and the Atlantic Council (2025) in analyses of the conflict. 

RQ2 - Cyber security vulnerabilities in Pakistan 

The biggest challenge that Pakistan faces is not only about the technical stuff but also 

structural. The implementation of the National Cyber Security Policy 2021 is not vigorous, largely 

due to the lack of cooperation between the Ministry of information and Communication Technology 

and other ministries, like defence, finance and foreign affairs (Eurasia Review, 2022; International 

Bar Association 2023). Coordination of government departments is often cited as the largest 

challenge in achieving progress (Khan et al., 2022). On the other hand, Pakistan's increasing reliance 

on digital banking, telecommunication, and e-government services has increased its vulnerability as 

evident in its low score on global innovation indicators and the comparatively high Malware 

Encounter Rate category on a monthly basis (Khan et al., 2022). 

Pakistan's active cyber war against India is an additional risk. The ongoing conflict between 

APT and Pakistan-linked groups demonstrates weaknesses in Pakistan's capabilities (Socradar, 

2025; Cyfirma, 2025; ORF, 2025) but offers clear takeaways for Pakistan on how to operate on 

foreign soil. A CSIS (2025) report describing Russian hackers breaching a Pakistani hacking group's 

own infrastructure shows that even Pakistan's offensive cyber groups are not immune to 

compromise. In parallel, it is widely perceived that the information infrastructure of a closed society 

is just as vulnerable as the communication technology infrastructure, as evidenced by the numbers 

of exaggerated or dubious statements documented all around the 2025 Pahalgam attack (Deccan 

Herald, 2025). 

RQ3 - Lessons that apply to Pakistan 

There are five lessons to be learned from the Russia-Ukraine war that are relevant to Pakistan. 

First, it's worth noting that the ability to respond after an attack is not nearly as important as 

sustained long-term learning; eight years of preparation has given Ukraine the resilience it has today 

and not just a good response at the end of an attack (Chatham House, 2023). Second, cyber strategy 

must not reside within a single ministry, but be included in the national strategy, a principle that has 

been applied in the Russian Federation, considering its own coordination flaws (CSIS 2006; Eurasia 

Review 2022). Third, when there is redundancy in critical infrastructure, for example in Ukraine, 

reliance on satellite internet results in only partial damage if an attack is successful (ScienceDirect, 

2023). 

Fourth, government support for private ICT companies as partners is essential, not a mere 

promise, to be realised as it happened for Ukraine's cyber defence (Microsoft, 2022; Digital Watch 

Observatory, 2024). Then, there is a need for a prompt, credible public communication system to 

counter false claims as disinformation spreads among Russians at an unprecedented speed, and 

hacktivists who are in league with Pakistan also spread exaggerations at the same pace (CSIS, 2026) 

(CloudSEK, 2025) as and when it is published. 

RQ4 - Building an effective national deterrence strategy 

Any successful strategy would be a package of goals that have to be used jointly – not 

individually. Deterrence is rooted in the first element, strong defence; raising the cost of an attack 

is the building block of deterrence (Georgetown Journal of International Affairs, 2024; Ministry of 

IT and Telecommunication, 2021). The latter, however, is a real attribution power, as without the 

capacity to distinguish an attacker, deterrence is not believable (Burton, 2018). The third is a gradual 



Review of Crime, Peace and Society    75 
  

 

 

 

response build-up mechanism from diplomatic and legal measures to sanctions and denial measures 

as opposed to an ‘attack first’ stance, which is more costly and difficult to manage (Asakson & 

Kempista, 2016). 

The fourth is stronger institutional coordination, with a single national cyber authority, as is 

currently the situation in most countries instead of fragmentation like in Pakistan (Eurasia Review, 

2022; International Bar Association, 2023; Senol, 2020). The fifth is resilience that is created 

through a partnership approach-with local technology companies and selected international 

partners-and with rapid, public communication to avoid having false claims fuelled by the crisis. 

(Microsoft, 2022; Stimson Center, 2025). These five parts are directly tied to the evidence adduced 

throughout this paper, as listed in Table 3. 

Conclusion 

The warfare between Russia and Ukraine is an example of today's warfare being increasingly 

dominated by cyber warfare. The war and conflict further confirm that the capabilities of a cyber 

operation are not only bound by the sophistication of the technology but also by preparation, 

planning, resilience, and institutional coordination. Despite some strategic gains, Russia's cyber 

operations failed in a few aspects due to Ukraine investing in the field, establishing connections 

with Western tech firms, and bolstering infrastructure that could operate if attacked (Chatham 

House, 2023; Microsoft, 2022; ScienceDirect, 2023). Cyber policy-implementation gap, digital 

institutional coordination, digital vulnerabilities, and cyber competition in the region are some of 

the challenges that are relevant in Pakistan's cyber security environment. In the case of Pakistan, the 

key takeaway from the Russia–Ukraine experience is that there is a need for comprehensive cyber 

deterrence, which should be achieved through a mix of weapons of defence, efficient identification 

of threats, response mechanisms, institutional cooperation, and other international partnerships. 

Achieving cyber resilience does not happen with one-time activities, but it involves ongoing 

planning, investment, and capacity building. Future studies including in-depth interviews with 

policy makers, cybersecurity experts and security experts in Pakistan could be conducted to further 

explore these issues and make further improvement in the proposed recommendations. 
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